PROCEDURE 1 = DKG CEREMONY Get Taproot Address

DKG START
» Session created
*» 75% required

vBTC Initiate DKG
TOKENIZER

ROUND 1 ROUND 2 ROUND 3 RESULT

» Commitments * Share distribution * Verification  Taproot address
» Polynomial shares * Point-to-point * Validate shares » Group public key
» Broadcast * Encrypted * Confirm * DKG proof

vBTC CONTRACT PUBLISHED
» Deposit Address (bclp...)

* FROST Group Public Key

« Validator Snapshot

* 51% Threshold

KEY:
No single party knows the full private key




PROCEDURE 2 - TOKEN TRANSFER

Send vBTC

TRANSFER TX

Send * From Address
» To Address
* Amount

BALANCE CALCULATION
Balance = Received - Sent - Withdrawals

Calculated real-time from State Trei

VALIDATE

» Check balance
« Verify owner

* Sign TX

STATE TREI UPDATE
* Record transfer

« Update balances
e Immutable ledger




PROCEDURE 3 = W|THDRAWAL Unlock to Bitcoin

REQUEST LOCK
* Amount « Status: Requested

* BTC Address * Funds locked

FROST SIGNING BITCOIN TX

* Round 1: Nonces * Taproot input
* Round 2: Signatures * 64-byte signature
 Schnorr aggregate * Broadcast

DYNAMIC THRESHOLD VEX COMPLETION CONFIRMED
-24h: 519
0-24h: 51% (safety gate) « Burn vBTC tokens « 1 BTC confirmation

24h+: adjusts to available . .
Min: 2-of-3 rule Update State Trei Status: Completed




PROCEDURE 4 - VAL'DATORS MPC Pool Management

NEW

VALIDATOR VALIDATOR POOL HEARTBEAT
REGISTER * Dynamic membership « Every 500 blocks
« VEX Address * 51% for signing + On-chain TX
« IP Address * 75% for DKG/cancel « Stale: 1500 blocks
* FROST Key » Heartbeat required

VBTC_V2_VALIDATOR_HEARTBEAT
EXIT TX (graceful) On-chain liveness proof

Emitted every 500 blocks
HTTP pings: monitoring only

inactive VBTC_V2_VALIDATOR_EXIT

ExitTransactionHash
ExitBlockHeight

DYNAMIC THRESHOLD ADJUSTMENT
Hours 0-24: 51% threshold enforced (safety gate)

After 24h: MIN(51%, available_validators% + 10%)
If 3 left: 2-0f-3 rule applies (66.67%)
Example: 100 - 10 validators = 20% threshold after 24h




PROCEDURE 5 = FROST S'GN'NG 2-Round Schnorr

SIGNING START

» Session ID Broadcast
* Message hash

« Signer list

FROST vs ECDSA

FROST: 2 rounds

ROUND 1 - NONCE GENERATION ECDSA: 6-9 rounds

» Each validator generates random nonce Benefits:
» Commitments collected and aggregated « Native Taproot
* Lower fees

ROUND 2 - SIGNATURE SHARES
« Validators compute partial Schnorr signatures

AGGREGATE VALID SIG
» Combine shares - 64-byte Schnorr sig 64 bytes




PROCEDURE 6 = CANCELLAT'ON Failed Withdrawal Recovery

CANCEL REQUEST
* Withdrawal hash

* BTC TX hash

* Failure proof

BTC TX
Rejected/stuck

WHY 75% FOR CANCELLATION?

Higher than signing (51%) to prevent abuse
Valid reasons:
e TX rejected ¢ TX stuck e Timeout

0

VOTE TALLY

* 4 approve / 1 reject
* 80% > 75%

* PASSED

CANCELLATION APPROVED
* Unlock funds
« Status: Cancelled



